NSURLConnection and
- Beyond: Networking




A Brief History of IP

~® Invented by Vint Cerf and Bob Kahn in 1974
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TCP

® Part of the original IP specification

® Connection oriented
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UDP

® |ntroduced in 1980

® Connectionless

& State_l_e._ S' B A AT D d 3 3
R B p A1) HA TP = T e Salast” >
g v L] g



APls on OS X and iOS

® NSURLConnection,NSStream, NSNetService
(Foundation)

® CFSocket,CFStream (CFNetwork)
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NSURLConnection

® Synchronous and asynchronous




NSURLConnection

® Cookie storage

® Response caching
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Cookies

® Automatic storage of cookies in a response
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Caching

® On-disk (OS X only) and in-memory cache
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Authentication

® HTTP Basic and HTTP Digest

® Controlled persistence
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NSURLConnection

- (void) connection: (NSURLConnection *)connection
didReceiveData: (NSData *)data
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NSURLConnection

HTTP GET

NSURL *url = [NSURL URLWithString:@"http://example.com/image.png"];
NSURLRequest *request = [NSURLRequest requestWithURL:url];
NSURLConnection *conn =

~ LINSURLConnection alloc] initWithRequest:request
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NSURLConnection

HTTP POST (application/x-www-form-urlencoded)

NSURL *url = [NSURL URLWithString:@"http://example.com/form"];
NSMutableURLRequest *request =

[NSMutableURLRequest requestWithURL:url];
[request setHTTPMethod:@"POST"];

[request setValue:@"application/x-www-form-urlencoded; charset=UTF-8"
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NSURLConnection

HTTP POST (multipart/form-data)

NSURL *url = [NSURL URLWithString:@"http://example.com/file-upload”];
NSMutableURLRequest *request =
[NSMutableURLRequest requestWithURL:url];
[request setHTTPMethod:@"POST"];
[request setValue @"multlpart/form data boundary mymultlpartboundary :
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NSURLConnection

What’s multipart/form-data look like?

--myboundary
Content-Disposition: form-data; name="field”

Content-Type: text/plain; charset=UTF-8

this is the field value
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NSURLDownload

® Only on Mac OS X

® Downloads directly to a disk file instead of
memory




NSURLDownload

® Part of the URL loading system just like
e hialll Connectlon .
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NSStream

® | ower level than NSURLConnection

® Toll-free bridged to CFStream
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NSStream

® Must call -open before reading or writing

® Streams are blocking
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NSStream

Can easily wrap any connection with TLS!

[inStream setProperty:NSStreamSocketSecuritylLevelNegotiatedSSL
forKey:NSStreamSocketSecuritylLevelKey];




NSStream




NSStream

Get the native socket with
CFReadStreamCopyProperty() +

kCFStreamPropertySocketNativeHandle ,
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Bonjour discovery &
advertisement

® Servers advertise a service, clients discover it
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Bonjour Advertisement

|. Set up the service’s socket port.

2. Initialize an NSNetService object and assign a
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Bonjour Advertisement

int port;

NSSocketPort *socket = [[NSSocketPort alloc] init];
// set up socket for listening

struct sockaddr *addr = (struct sockaddr x)[[socket address] bytes];
if(addr->sa_family == AF_INET)
port = ntohs(((struct sockaddr_in *)addr) >sin_port);
“,0;melse 1f.addr >sa famlly AF INET6)
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Bonjour Discovery

® NSNetServiceBrowser finds services




Berkeley Sockets

® First appeared in 4.2BSD in 1983
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Game Kit P2P

® (GKSession can create an ad-hoc Bluetooth or
Wi-Fi network

- ® Apps can be servers (advertise a service), clients
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Game Kit P2P

Server

GKSession *session =
[[GKSession alloc] initwithSessionID:nil
displayName:nil
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Game Kit P2P

Client

GKSession *session =
[[GKSession alloc] initWithSessionID:nil
displayName:nil
sessionMode:GKSessionMod
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Game Kit P2P

- (BOOL) sendData: (NSData *)data toPeers:(NSArray *)peers
withDataMode: (GKSendDataMode)mode error: (NSError *x)error
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Reachability

® Notifies app of the state of the local network
and the theoretical reachability of a remote host

® Network state includes presence of cellular or
Wi-Fi network
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ASIHT TPRequest

® http://allseeing-i.com/ASIHT TPRequest/

® Wraps CFNetwork API

® (Callbacks via delegate or blocks
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http://allseeing-i.com/ASIHTTPRequest/
http://allseeing-i.com/ASIHTTPRequest/

Three20

® http://three20.info/
® VWraps NSURLConnection/NSURLRequest
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http://three20.info
http://three20.info

AFNetworking

® https://github.com/gowalla/AFNetworking

® NSOperation and blocks
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https://github.com/gowalla/AFNetworking
https://github.com/gowalla/AFNetworking

R 1T TPFetcher

® http://cocoawithlove.com/201 |/05/classes-for-
fetching-and-parsing-xml-or.html
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http://cocoawithlove.com/2011/05/classes-for-fetching-and-parsing-xml-or.html
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OmniNetworking

® http://www.omnigroup.com/company/developer/

- ® Objective-C wrapper around Berkeley Sockets
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http://www.omnigroup.com/company/developer/
http://www.omnigroup.com/company/developer/

AsyncSocket

® http://code.google.com/p/cocoaasyncsocket/

® Wraps CFSocket, CFStream for TCP and UDP
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http://code.google.com/p/cocoaasyncsocket/
http://code.google.com/p/cocoaasyncsocket/

Client Design




Latency

® |atency has a bigger impact on perceived
network performance than you think
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Mobile Considerations

® Data over 3G puts the radio into high-power (~
| W) mode for 4 seconds after last transmission
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Mobile Considerations

® Don’t assume network conditions based on link
type

: ¥ N A, : -
NS - .-..: - _-i‘.- U TR ¥ - g ) ._,-:,- )
g o4
iy e 4 F o R 1 4 " " o vy
A

L
e 8 iy







Server Design




Server Design
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® nettop

® Network Link
Conditioner

Preset Profiles
3C, Average Case

3G, Good Connectivity

L R

=

Cable Modem

DSL

tdge, Average Case
Edge, Cood Connectivity
Edge, Lossy Network
Wifi, Average Case

Wifi, Good Connectivity
Wifi, Lossy

Custom Profiles

GV

Network Link Conditioner

Downlink Bandwidth :
Downlink Packets Dropped :

Downlink Delay :

Uplink Bandwidth :

Uplink Packets Dropped :

Uplink Delay :

DNS Delay :

Cancel




IPvé6

® |Pv6 added in Mac OS X 10.1,in iOS 4

® Ran
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Summary

® NSURLConnection is fine for simple fetches

® Consider a third-party solution for web services

® Non-HTTP over-the-wire p
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Steve Madsen
steve(@lightyearsoftware.com
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